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Introduction: Instant messaging (IM) is suited for immediate communication because mes-

sages are delivered almost in real time. Results from studies of IM use in enterprise work

settings make us believe that IM based services may prove useful also within the healthcare

sector. However, today’s public instant messaging services do not have the level of infor-

mation security required for adoption of IM in healthcare. We proposed MedIMob, our own

architecture for a secure enterprise IM service for use in healthcare. MedIMob supports IM

clients on mobile devices in addition to desktop based clients.

Methods: Security threats were identified in a risk analysis of the MedIMob architecture.

The risk analysis process consists of context identification, threat identification, analysis of

consequences and likelihood, risk evaluation, and proposals for risk treatment.

Results: The risk analysis revealed a number of potential threats to the information security

of a service like this. Many of the identified threats are general when dealing with mobile

devices and sensitive data; others are threats which are more specific to our service and

architecture. Individual threats identified in the risks analysis are discussed and possible

counter measures presented.
Discussion: The risk analysis showed that most of the proposed risk treatment measures

must be implemented to obtain an acceptable risk level; among others blocking much of the

additional functionality of the smartphone. To conclude on the usefulness of this IM service,

it will be evaluated in a trial study of the human–computer interaction. Further work also

design of the proposed MedIMob architecture.
includes an improved

1. Introduction

Use of instant messaging services is becoming increas-
ingly popular with Internet based systems like Amer-

ca Online’s Instant Messaging, AIM (http://www.aim.com/),

icrosoft’s MSN Messenger (http://messenger.msn.com/),
ahoo! Messenger (http://messenger.yahoo.com/), and ICQ

http://www.icq.com/).
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However, public instant messaging systems have been criti-
cised for having a number of security weaknesses [1–3]. These
weaknesses include the facts that the IM clients are always
on, that logs can contain sensitive information, and that the

communication goes via an externally controlled server. Most
IM services were never intended for secure communication in
the first place [2]. The rapid growth in the number of public
IM users has created a new security concern for IT managers.

erved.
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New worms and viruses are increasingly using IM to spread,
and 5–10% of the IM traffic today can be categorised as spam
over IM (SPIM) [4].

Within the healthcare sector information security aspects
are of vital importance, and may be of serious hindrance
for the adoption of IM based services. In this paper we will
examine the feasibility of using instant messaging systems
in the healthcare sector from the viewpoint of information
security.

Healthcare professionals are working in a mobile envi-
ronment with rapid changes in their availability status, and
they are exposed to interruptions at any time, anywhere. In
addition to traditional desktop IM clients, IM for use in health-
care settings should therefore also offer clients on mobile
devices.

In order to take care of both mobility and security aspects,
we have proposed our own architecture: the MedIMob system.
An overview of the MedIMob architecture is presented in this
paper. Components of the MedIMob system have been further
developed at the Norwegian Centre for Telemedicine (NST).

The main contribution of the paper is the results from a
risk analysis of the MedIMob system, based on the architec-
tural design of the system. The results of this risk analysis may
be valid to other systems with a similar approach. In the risk
analysis the assumed environment for the system was a hos-
pital department, and communication within the department
and between IM clients inside the department and IM clients
outside. Information security challenges were identified as a
number of security threats of different risk levels. Solutions
are proposed for improvements of the unacceptable threats.

2. Background

Instant messaging (IM) is a lightweight near-synchronous
communication technology. Technically it offers asyn-
chronous communication, but it is used as synchronous com-
munication because the messages are delivered almost in real
time. Additional functionality for publishing and subscribing
to presence information makes it possible for the users to see
which other users and resources are available at any time.
Presence information can be based on, e.g. schedules and cal-
endar information, user settings, or keyboard activity.

2.1. Instant messaging use in workplace and
healthcare

IM has proven its value as media for personal communication,
both for peer-to-peer channels and as a conferencing platform.
This adoption has mainly been seen in private social contexts.
Adoption in workplace has been slower; one reason could be
apprehensions that the service would be used primarily for
private purposes (chatting) resulting in misuse of time and
resources; another reason could be the informality of the ser-
vice and the lack of security and documentation.

Based on early results from studies of IM use in enterprise

work settings [5–8], we believe that IM based services may
prove useful also within the healthcare sector. There are a few
descriptions of IM use within healthcare. One of them is the
EU-funded research project PICNIC from the fifth framework

Please cite this article as: Erlend Bønes et al., Risk analysis of informatio
healthcare, International Journal of Medical Informatics (2006), doi:10.101
n f o r m a t i c s x x x ( 2 0 0 6 ) xxx–xxx

programme (FP5) of Information Society Technology (IST). The
project describes IM as one of several collaboration compo-
nents in a healthcare network [9]. In their system IM is used
to discover the online presence of connected experts that can
be invited to collaborate, e.g. to give a second-opinion on a
medical case. The invited expert uses IM to confirm that a
second-opinion can be given or to request additional infor-
mation.

IM solutions for enterprises, including healthcare, have
been developed by different companies. One of the most inter-
esting approaches is offered by UnBound Technologies Inc.
[10], where IM is part of a business process management sys-
tem for hospitals. This is a presence-based enterprise mes-
saging platform that enables wireless communication with
two-way alerting and notifications. The notifications can come
not only from co-workers but also from legacy systems in, e.g.
laboratory and radiology.

2.2. Characteristics of the healthcare environment

Healthcare professionals are working in a mobile environment
with rapid change in their availability status. A Danish study
[11] which focuses on local mobility in a hospital department,
divides the need for mobility into four categories: (1) the need
for being at different physical places, (2) the need to access
knowledge, (3) the need to use shared resources, and (4) the need
to get in contact with specific persons. Healthcare workers are
exposed to interruptions at any time, anywhere. They usu-
ally carry pagers which give them a phone number to call,
but without additional information about the reason for the
request. Thus, it is difficult for them to decide the importance
of the interruption.

In addition to the mobility, there are also other aspects
that make the healthcare domain different from other are-
nas. One aspect is the need for documentation and traceability
of decisions and actions. Another aspect is the high need
for information security mechanisms caused by the privacy
requirements related to communication of sensitive patient
identifiable information. Confidentiality requirements origi-
nate from the professional secrecy and non-disclosure agree-
ment imposed to all healthcare workers. Requirements to
electronic communication of patient information come from
national legislation in European countries, based on EU’s reg-
ulation on processing of personal data (95/46/EC) from 1995
[12], and from the American Health Insurance Portability and
Accountability Act of 1996 (HIPAA) [13]. At the lowest level
these requirements become apparent through the security
policies of the affected organisation.

2.3. Risk analysis of information security

Security risk analysis is a basic requirement of ISO 17799,
internationally recognized as the generic information security
standard [14]. Risk analysis is also required by national legis-
lation as a vital part of an information security management
system for any organisation. Risk analysis is performed with

respect to the main information security aspects confidential-
ity, integrity and availability. The risk acceptance criteria are
defined by the information security policies of the affected
organisation.

n security in a mobile instant messaging and presence system for
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There are many methods and guidelines for how to perform
isk analysis, but all of them include the central tasks of

identifying the threats or possible unwanted incidents,
analysing the impacts and probabilities of these threats,
evaluate risks with respect to the acceptance criteria.

Our experience is based on the EU-funded research project
ORAS from the fifth framework programme (FP5) of Infor-
ation Society Technology (IST) [15,16] where a methodology

or risk analysis was developed and tested on e-health sys-
ems. The methodology was based on the Australian and New
ealand standard for risk management (AS/NZS 4360/1999)

17], which clearly sets out the risk analysis process in five
ain steps:

. Context identification: a description of the subject for anal-
ysis, i.e. the analysed system and its environment.

. Threat identification: identify what could possibly happen.

. Impact and probability analysis: a consideration of the con-
sequences of the threats and the likelihood that these con-
sequences may occur.

. Risk evaluation: relating the resulting risk level with risk
acceptance criteria.

. Risk treatment: identification and assessment of treatment
options.

. Architecture of the MedIMob system

o study the information security properties of IM we devised
preliminary architecture for an enterprise IM which embeds
number of the information security techniques usually

eployed in areas with high security requirements. This archi-
ecture served as basis for the risk analysis presented later in

he paper.

In our architecture we propose to use instant messag-
ng and presence techniques to handle the availability and
resence aspects, with mobile clients to support the mobil-

Fig. 1 – MedIMob syst
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ity aspects of healthcare workers. With mobile smart phones
instead of pagers, the healthcare professional is able to see
what the request is about and based on that decide whether it
is necessary to respond immediately or after a while. The use
of mobile phones also makes the service reachable outside the
healthcare institutions, by communication via GPRS (general
packet radio service).

Work on a prototype for an experimental Jabber/XMPP
based IM system which includes both desktop and mobile
clients, has been going on at the Norwegian Centre for
Telemedicine. Our system uses an open source Jabber/XMPP
server and an open source desktop client. On the mobile side,
a prototype client is being developed for the Java MIDP 2.0-
platform which will be deployed on the Sony Ericsson P900
smartphone with Symbian OS. A smartphone is a combina-
tion of a traditional mobile phone and a PDA (personal digital
assistant).

The proposed architecture is based on the extensible mes-
saging and presence protocol (XMPP) as described by the IETF
working group for XMPP [18,19]. Our modifications to the
XMPP architecture are related to the organization of the XMPP
server’s handling of the traffic between clients on the Internet
and clients located in secure or private networks.

Our system is intended for use within healthcare, where
some of the users are in a secure network zone inside a hos-
pital department. They are using desktop clients connected to
the internal network or mobile clients connected through a
wireless local network (WLAN). Users outside the secure net-
work zone can connect from mobile clients on smart phones
via public networks (GPRS), and they have to go via the Internet
to communicate with clients in the secure zone.

We place no restrictions on which type of information
the users can exchange using the IM service, and this can
obviously be patient identifiable sensitive information. Our
opinion is that the service will mainly be used for short

messages and questions/responses, in the same way as the
telephone would be used for these needs. This is information
that would not naturally go directly into the patient’s health
record.

em architecture.

n security in a mobile instant messaging and presence system for
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To ensure confidentiality requirements, the communica-
tion between the clients is protected by end-to-end encryp-
tion at application level. Additional security mechanisms are
included, based on the solutions implemented in a system for
communicating sensitive information between insecure and
secure networks, developed by NST [20]. As shown in Fig. 1, the
network used by healthcare workers is separated into differ-
ent zones with corresponding security levels: the secure zone,
the internal zone, a demilitarized zone (DMZ), and the open
Internet. The local network in the hospital is regarded a secure
zone. It is separated from the healthcare network by firewall
solutions. The Norwegian healthcare network connects a large
number of healthcare institutions. It is in this case regarded
an internal zone. The healthcare network is separated from
the open Internet by a double set of firewall solutions. The
DMZ is at the interface between the healthcare network and
the Internet. Requirements from the Norwegian Data Inspec-
torate state that communication cannot be initiated from a
less secure network to a more secure network or zone. Use
of polling between network zones is a way to satisfy these
requirements.

The architecture illustrated in Fig. 1 is summarised by the
following points:

• The XMPP server is located in the healthcare network. All
communication with external clients goes through an XMPP
proxy that is placed in the DMZ of the healthcare network.
This is a “reverse polling proxy”, where the only communi-
cation between the server and the proxy happens when the
server polls the proxy for new messages. This makes the
server less exposed to traffic from the Internet.

• A user directory, accessed by the XMPP server via LDAP
(lightweight directory access protocol), contains subscriber
information such as users’ addresses, status, and their cer-
tificates. This directory can only be accessed from the XMPP
server and the administrator consol.

• Communication between the XMPP server and the clients
in the secure zone is also based on polling. Data from the
XMPP server is only sent to clients in the secure zone as a
result of a poll.

• Point-to-point communication is secured with SSL/TLS
(secure socket layer/transport layer security). This implies
a decryption and a new encryption at each node.

• End-to-end (client-to-client) encryption is implemented at
application level. This is hybrid encryption, combining sym-
metric and asymmetric (PKI-based) encryption algorithms.
The message itself is encrypted with a one-time session
key (AES algorithm), and the session key is encrypted with
the recipient’s public key (RSA algorithm) and delivered
together with the message. This is in accordance with the
proposals for the XMPP protocol [21].

• The exchanged messages shall not contain any executable
code, only information types like text, images and sound.
This precaution is meant to reduce the likelihood that mes-
sages can be carriers of malicious code.
Our view is that messages exchanged through an IM
based conversation are of a transient nature, similar to a
telephone conversation. Therefore, it has not been intended
to let the MedIMob system automatically archive messages

Please cite this article as: Erlend Bønes et al., Risk analysis of informatio
healthcare, International Journal of Medical Informatics (2006), doi:10.101
n f o r m a t i c s x x x ( 2 0 0 6 ) xxx–xxx

containing patient information, for instance into the elec-
tronic health record. However, healthcare professionals are
expected to indicate in the patient’s health record any rel-
evant information related to this communication, like they
would do with a telephone communication. Some sort of
logging of the communication will also take place. Logging
should include information about the sender, recipient and
time of communication. The actual content of the mes-
sage might also be logged, but in that case it should be
encrypted.

4. Risk analysis method

To analyse the security challenges of an IM service for health-
care, we performed a qualitative risk analysis of the infor-
mation security aspects of our proposed architecture and
the intended environment. The goal was to identify security
threats to the use of our instant messaging service within
a hospital department, and find acceptable solutions to the
threats.

Based on our experience from the CORAS project [15,16],
we performed the risk analysis by going through the five main
steps described in the Australian and New Zealand standard
for risk management [17]:

1. The context identification was given by the architectural
design of the MedIMob system and a description of the sys-
tems intended environment.

2. The threat identification was performed as a structured
brainstorming between the project members and the dis-
cussion was summarised in a risk table with the following
columns:

• unique ID of threat (threat number),
• description of threat or unwanted incidence,
• consequence value (and additional description, if any),
• likelihood value (and additional description, if any),
• risk value (as a product of consequence and likelihood),
• any other comments (including ideas for risk treatment).
In the structured brainstorming process a walk-through of
the architecture was performed, using predefined guide-
words and attributes. Guidewords were related to the secu-
rity aspects confidentiality, integrity and availability, and
to attributes like “internal” and “external” (threats), and
“deliberate” and “accidental” (actions).
The risk table is non-static and is used as a tool throughout
the whole process. During the brainstorming, all possi-
ble threats were written into the table, together with any
relevant comments, also any comments related to con-
sequence and likelihood. Afterwards, a clean-up of the
table was performed, by grouping related threats or putting
threats into a relevant sequence. At this stage each threat
was given its unique ID (values for consequence, likelihood,
and risk were added later on in the process).
This is a HazOp-like method (HazOp—hazard and oper-
ability study) for identification of threats that can lead to

potential hazard. HazOp evolved as a method for analysing
safety of systems in the process industry. It has later been
applied to other areas and was used with success as one of
several methods in the CORAS project [15,16].

n security in a mobile instant messaging and presence system for
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Table 1 – Our definitions of values for consequence,
likelihood, and risk level, used in the risk analysis of the
MedIMob architecture

Consequence
Very small Does not affect confidentiality, integrity and

availability of information. Can in some cases
influence reliability for some users

Small Short interruptions of availability for some users
or groups of users. No breach of confidentiality
or integrity

Medium Interruptions of availability for all users or a
group of users for a longer time period. No
breach of confidentiality or integrity

High Breaches of information confidentiality, integrity
and availability which affect individual users,
not the service as a whole

Very high Breaches of information confidentiality, integrity
and availability which affect all users and the
service as a whole

Likelihood
Very small Very rare. Occurs less frequent than 0.1% of the

time/cases
Small Rare. Occurs between 0.1 and 1% of the

time/cases
Medium May happen. Occurs between 1 and 5% of the

time/cases
High Quite often. Occurs between 5 and 20% of the

time/cases
Very high Very often. Occurs more frequent than 20% of

the time/cases

Risk level
Insignificant Acceptable
Low Acceptable risk. The service can be used with the

identified threats, but the threats must be
observed to discover changes that could raise
the risk level

Moderate Can for this service be an acceptable risk, but for
each case it should be considered whether
necessary measures have been implemented

3
rity aspects.

F
r

High Not acceptable risk. Cannot start using the
service before risk reducing treatment has been
implemented
. The identified threats and unwanted incidents were anal-
ysed. For each possible threat we evaluated its impact
or consequence and the likelihood that it would occur.
Each threat was given qualitative values for consequence

ig. 2 – Risk matrix for the MedIMob architecture, showing the d
isk levels (insignificant, low, moderate, high).
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and likelihood (i.e. very small, small, medium, high, very
high). Definitions for the qualitative values for conse-
quence and likelihood were discussed and agreed on before
the brainstorming. Our value definitions are presented in
Table 1.

4. The risk value for each threat was calculated as the prod-
uct of consequence and likelihood, illustrated in a two-
dimensional matrix. The unique ID of the threat was writ-
ten into the corresponding cell of the matrix, as illustrated
in Fig. 2. The shading of the matrix visualizes the differ-
ent risk levels. Based on the acceptance criteria, we defined
four risk levels: insignificant, low, moderate, high (see our
definitions in Table 1). The risk level high was decided to
be unacceptable. Any threat obtaining this risk level must
be treated in order to have its risk reduced to an acceptable
level. The resulting risk levels for individual threats were
compared with the risk acceptance criteria.

5. For all threats with a non-acceptable risk level, risk-
reducing treatment was proposed and discussed.

5. Risk analysis results

Table 2 shows the threats that were identified during the risk
analysis. Fig. 2 shows for each threat the estimated likelihood
and consequences.

Many of the identified threats are general when dealing
with mobile devices and sensitive data (threat ID 1–10 in Fig. 2);
others are threats which are more specific to our application
and architecture.

In our risk analysis we found five threats which had an
unacceptably high risk level, as can be seen from the risk
matrix in Fig. 2. Three of these threats (threats 8, 25, and 26)
were related to the possibility that the mobile device is con-
nected to the secure local network at the same time as it is
connected to the Internet via GPRS (e.g. during synchronisa-
tion) or to another device via Bluetooth or infrared connec-
tions. This in turn causes possibilities for malicious attacks
from external sources with corresponding threats to all secu-
In the following paragraph also threats with medium risk
level are discussed. These may become more severe and they
should as far as possible be treated (the discussion refers to
the threat IDs in Table 2 and in the matrix, Fig. 2).

iffusion of identified threats. Shading illustrates different

n security in a mobile instant messaging and presence system for
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Table 2 – Threats identified during risk assessment

ID Threats, unwanted incidents

1 Mobile device with an active client (logged on and unlocked) can be lost and/or grabbed by unauthorized persons who can
pretend to be the logged on user and therefore send messages, receive/read messages, change presence information

2 Mobile device which is passive (turned off or locked as a result of a timeout) can be lost or grabbed by unauthorized persons
The owner has no longer a device available

3 Mobile device which is passive (turned off or locked as a result of a timeout) can be lost and/or grabbed by unauthorized
persons

Who can try to get access to the unit by breaking the PIN-code or other methods (we assume that breaking the PIN-code
results in a reset of the unit with loss of content in volatile memory)

4 Mobile device which is passive (turned off or locked as a result of a timeout) can be lost and/or grabbed by unauthorized
persons

Who attempt to break the client password to access the service (the PIN-code or any other locking mechanisms are
assumed to be removed first)

5 Loss of external memory card (from the memory slot of the device)
Sensitive information in the memory card can be accessed by unauthorized persons (break of confidentiality)

6 Loss of external memory card (from the memory slot of the device)
Information in the memory card is lost and unavailable

7 Virus received from the PC during synchronisation (or from other services or networks, see below). Virus can make all sorts
of damage to the device

8 Connection via Bluetooth or other services and networks that delivers data from outside (SMS, MMS, infrared). Could give
full access to services on the device. Attack methods could be memory overwrite, exploitation of weaknesses in protocols,
etc., services that can change the configurations of the device (SMS)

9 Unauthorized persons who find/grab the mobile device can reconfigure it, e.g. activate Bluetooth. This could give
unauthorized persons access to services on the device or exploit weaknesses, see threat 8

10 Avoiding the internal security policy/firewall by unintentional bridging of internal network (via WiFi) and external network
(via GSM/GPRS). Opens for attacks from the external network, and unfiltered traffic from the internal to the external
network

11 The mobile device is always connected to the Internet (via GPRS), and therefore exposed to all kinds of attacks from the
Internet (see threat 7)

For example: denial of service attack
12 The mobile device is always connected to the Internet (via GPRS), and therefore exposed to all kinds of attacks from the

Internet (see threat 7)
For example: unauthorized persons can pose as the logged in person, send messages, receive/read messages, changes

presence information. That is, break of confidentiality, integrity, availability
13 The XMPP proxy can be compromised and manipulated by unauthorized persons. It is placed in the DMZ (less likely that

the server is attacked because it is in a more secure environment)
The proxy or the server environment is compromised in a way that makes the service unavailable or unreliable

14 The XMPP proxy can be compromised and manipulated by unauthorized persons. It is placed in the DMZ (less likely that
the server is attacked because it is in a more secure environment)

Messages are not forwarded, or forwarded at the wrong time
15 The XMPP proxy can be compromised and manipulated by unauthorized persons. It is placed in the DMZ (less likely that

the server is attacked because it is in a more secure environment)
Sender information can be modified. This can affect the integrity of the message, without being detected

16 The XMPP proxy can be compromised and manipulated by unauthorized persons. It is placed in the DMZ (less likely that
the server is attacked because it is in a more secure environment)

Receiver address can be changed, break of confidentiality may occur
17 External or hostile client establish a connection to the service, either through proxy (from the Internet) or from the

healthcare network, and authenticates itself with a valid username and password. Gets access to updated presence and
subscription status on the server (can be viewed as one message) and similar services. In this way unauthorized persons
can get access to sensitive information (e.g. the fact that one are having a communication with a psychologist), and make
changes to roster (subscription information)

18 Sensitive data exists in clear text in the memory of the mobile device (for threat 1 and 2). Data is compromised, i.e. break
of the confidentiality, if the mobile device is used by unauthorized persons

19 Loss of content of volatile memory, as a result of power outage, device failure, software error, etc. Received messages
which are still unread can be deleted

20 Disclosure of encryption key stored in the mobile devices
If all communication shall be compromised from a lost mobile device, the central unit (XMPP-server) must also be

compromised, where the SSL-communication is decrypted
21 LDAP-server is compromised

Can change the user’s password for access to the server, resulting in denial of service
22 LDAP-server is compromised

Could try to register new uses. To do so, administration software has to be available to install the client (including
installation of valid encryption key, which also requires a password to encrypt the shared key)

23 Stationary (desktop) client in secure zone is compromised, resulting in break of confidentiality, integrity, availability
24 The wireless network (WiFi) is compromised, resulting in break of confidentiality, integrity, availability

Please cite this article as: Erlend Bønes et al., Risk analysis of information security in a mobile instant messaging and presence system for
healthcare, International Journal of Medical Informatics (2006), doi:10.1016/j.ijmedinf.2006.06.002.
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Table 2 (Continued )

ID Threats, unwanted incidents

25 Mobile client can be moved between the secure and insecure zone (this assumes use of wireless network, WiFi). The client
can be used as a mechanism for communication (transfer of data) between secure and insecure zone. This also includes
transfer of malicious software which can affect the computer in the secure zone, without affecting the mobile device (the
mobile device then acts as a host for the “parasite”)

26 Synchronisation (equivalent of bridging between secure and insecure zone?). During synchronisation, the device can at the
same time be connected to the local secure network via the PC, and GPRS or other networks

The mobile device can have been infected with malicious software from Internet—malware which is now being
transferred to the local network during synchronization (as for 25 above)

27 A backup of telephone memory to computer will also copy the common key from the phone to the backup area (the key
will be encrypted with the user’s password). Similar to accessing the key on a computer

28 Service is unavailable for the user caused by fall-out of the radio network (GSM/GPRS, etc.), e.g. because of network
overload, failures of central infrastructure, etc.

29 Service is unavailable for the user because the phone is outside the service area of the radio network (GSM/GPRS, etc.)
30 Service is unavailable for the user because there may be zones in a hospital where use of some radio networks are not

permitted
31 Spam—mass sending off instant messages. Unwanted messages take the attention away from important messages
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Two of the threats (10 and 22) were not used in the analysis because

.1. Risks related to the use of mobile devices

any of the most serious threats we identified were related to
he possible revealing of confidential information. In addition
o all patient related information which by law is confidential,
ncryption keys used in the communication must also be kept
ecret (threat 20). If the private key of a user has been compro-
ised, a new key pair must be generated for that user and the

ew public key must be distributed to all possible communi-
ation partners.

Revealing of confidential information can happen in differ-
nt ways:

One of the general threats when dealing with mobile units is
the possibility that the users lose their devices (threats 1–5
and 9). With a high number of users, it is a large probability
that some of them might lose their unit. If a lost device is
found it may give unauthorised persons a possibility to try
to access the service, and to use the service by imperson-
ating an authorised user. If confidential information exists
unencrypted in the memory of the unit, it may be read by
unauthorised persons (threat 18). There is also a small pos-
sibility that the finder will crack the login passwords for the
use of the IM service (threat 4). If a device is lost, there is a
difference between the cases when the device is switched
on or not.
◦ If the device is switched off it has a certain degree of pro-

tection by mandatory use of PIN at switch-on (threat 2),
but still a possibility that the finder will try to crack the
PIN (threat 3). Without the PIN, the finder can replace the
SIM (subscriber identity module) of the mobile unit with
his own SIM, for which he knows the PIN, and all infor-
mation which is stored unencrypted in the unit’s internal
memory will be available to him (threat 18).

◦ To handle the switched on case (threats 1 and 9), it is

possible to use a time-out mechanism that requires the
user to repeat the PIN after the device has been inac-
tive for a certain time frame. The length of the time-out
will be a trade-off between security and usability. Con-

Please cite this article as: Erlend Bønes et al., Risk analysis of informatio
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ere not able to set a probability level for these.

stantly repeating the PIN-code will lead to frustration for
the users.

• The external memory card of the mobile device may also
contain confidential information; it is not protected by the
telephone’s PIN and it can easily be stolen or lost without
the complete device being stolen (threat 5).

The obvious way to reduce these risks is to avoid storing
confidential information. The messages of IM are of transient
nature, similar to phone conversations. Therefore, it has not
been intended to let the system automatically store messages
containing patient information. If something really needs to
be stored, it must be encrypted.

In addition to the possible revealing of confidential infor-
mation, the service will be unavailable to the user when losing
his mobile device (threats 2 and 6). To avoid long-term unavail-
ability of the service, there should be routines for replace-
ments of lost units.

The service also becomes unavailable if the mobile device
loses its connection to the network (threats 28–30). This may
happen if there are errors in the network, if the device is out-
side the service area of the network, or if the device is in an
area of a hospital where use of wireless networks is not per-
mitted. Such problems are largely unavoidable.

A more serious threat is related to the possible loss of
information from volatile memory as a result of power loss,
failures on the device or programming errors (threat 19). The
consequence is most severe if the memory contains mes-
sages that have not been read yet. But, again, the messages
of IM are of transient nature, like telephone conversations,
and it is a question whether messages at all should be stored
permanently.

5.2. Risks related to malicious software
Another group of serious threats is related to the direct con-
nection between the mobile device and the local secure net-
work, and the corresponding possibility of infection by mali-
cious software:

n security in a mobile instant messaging and presence system for
6/j.ijmedinf.2006.06.002.
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• The same mobile device can be used both externally via
GPRS, and internally inside the secure zone via a wireless
network (WLAN) (threat 25). The device is thus a mechanism
for communication (transfer of data) between secure and
insecure zones. Also malicious software can be transferred
in this way. This can be “malware” for PCs in the network,
without doing any harm to the mobile device which sim-
ply acts as a host for a parasite. Relatively few viruses exist
today that can infect mobile devices, but the number is
increasing [22].

• The synchronization of the mobile device with the user’s PC
is another way of spreading malicious software (threat 26). If
the device is using GPRS when it is connected to the PC in the
local network, the device may accidentally create a bridging
between the two networks. This will open up to attacks from
the external network, and allow unfiltered traffic between
the networks.

• An intruder can connect to the mobile device via Blue-
tooth or other network services (infrared, or even SMS/MMS)
(threat 8). This can at worst give full access to the mobile
device. Attacks can be imposed by memory overflow or
exploitation of protocol weaknesses, or running commands
that can modify the set-up of the device.

To decrease the risk of infection, limitations should be
placed on the use of other services, networks and synchro-
nization. Only the intended type of communication, i.e. the
connection to the XMPP server, should be allowed on the
mobile device. Bluetooth, and maybe also SMS and MMS,
should be deactivated. In addition, we can restrict the users’
access to web and e-mail from the mobile devices, and
place restrictions on the types of data that are possible to
synchronize. Especially e-mail synchronisation should be
restricted. This will reduce the risk of infection, but it will
also reduce the functionality of the mobile device. Use of
anti-virus software both on the mobile unit and the PC will
also reduce the risk. Finally, the mobile device should have a
configuration that makes it impossible to use both networks
(external and internal) at the same time.

5.3. Risks related to the system architecture

In addition to attacks on the mobile devices, attacks can be
imposed on the desktop client, or on the central modules of
the service (the proxy, the XMPP-server, and the user direc-
tory) and on the (wireless) local network of the secure zone.
This may cause different types of problems. The service may
become unavailable, messages are not transmitted, or they
are transmitted at the wrong time. The presence status and
subscription information of the users may also be compro-
mised. This could be serious, e.g. if a user communicates
with a psychologist, and the attacker changes the subscription
information so that the user is not communicating with his
psychologist, as he believes, but with an unauthorised person.

One possible threat to the system is that the proxy is com-
promised and manipulated by attackers. This can also happen

to the server, but that is less likely because the server is placed
in a more secure environment. An attacker with control over
the proxy could stop, delay, or replay messages (threat 14).
These types of attacks are mainly annoyances for the users;

Please cite this article as: Erlend Bønes et al., Risk analysis of informatio
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they lose trust in the service and they would use other com-
munication media instead. To overcome this, the server could
give a warning to the recipient if a message has a long delay.
The recipient of a message could send an acknowledgement
for every message received. In this way the sender will be noti-
fied if a message is lost. It might be possible for a compromised
server to send fake acknowledgments, but by use of PKI (pub-
lic key infrastructure), the acknowledgments could be digitally
signed to make it possible to detect this.

An attacker with control over the proxy could also change
the sender or recipient of a message or pretend to be the
logged-in user (threats 12 and 15–17). These are more serious
threats. To overcome this, the sender of a message can attach
a digital signature to the message, making it possible for the
recipient to verify that the sender is who he claims to be. By
use of PKI-based encryption, only the intended recipient is able
to decrypt and read the message. Basically, it should only be
possible to address a message to a recipient who is registered
as a legal user within this service.

6. Discussion

There are basically four different approaches to handle a risk
[23]:

• Accept the risk, in accordance with the organisation’s secu-
rity policy. These are the risks that are low enough to be
acceptable. It is worth remembering that accepting the risk
does not mean accepting the unwanted incident indicated
by the threat.

• Reduce the risk to an acceptable level. Since the risk is
a product of likelihood and consequence, this means to
reduce the likelihood, the consequence, or both. It is most
often difficult to reduce the consequence of a threat, so the
focus should first of all be on reduction of the likelihood.

• Avoid the risk, i.e. not be exposed to the risk, not do the
things that could lead to the risk.

• Transfer the risk to a third party (e.g. an insurance
company).

Our risk analysis showed that most of the proposed risk
treatment measures must be put into function to obtain a ser-
vice risk level which is acceptable to healthcare. This could, for
instance, mean blocking much of the additional functionality
of the smartphone, like e-mail and web access, leaving only
telephone conversation and our instant messaging service as
accessible functionality. Is this a useful solution? Or will the
smartphone then be just another gadget in the pocket, in addi-
tion to a PDA, a pager, and an ordinary cellular phone?

With our application neither the pager nor an ordinary
cellular phone will be needed. The telephone conversation
functionality will still be available on the smartphone, and
the IM service will compensate for the pager and partly the
work related e-mail, and the calendar function will be present
on the smartphone. On the other hand, many doctors already

use PDA for access to medical reference sources via web, and
also to reach patient information (e.g. electronic health record,
EHR) while away from their office. They might not accept to
have a smartphone where this functionality is blocked.

n security in a mobile instant messaging and presence system for
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To fully conclude on the usefulness of the IM service, it
ust be evaluated in a trial study of the human–computer

nteraction of this type of application.
Having an electronic service like our MedIMob it seems

bvious to automatically store the communicated messages
nto the patient’s electronic health record. One reason that
e did not propose this for our prototype is that we compare

he IM communication with telephone conversation and thus
roposing the documentation to be at the same level. We think
hat the nature of the messaging, the number of messages
nd the content of the messages do not make them suitable
or automatically storing into the health record system. Not
ll messages will be related to a specific patient and his con-
ition. However, this should be investigated further in future
ork, for instance by finding ways to extract and store mes-

ages of a certain type or with a certain content.
PKI is the solution to many of the identified threats. Our

rototype application has implemented end-to-end encryp-
ion at application level, as proposed in the XMPP protocol
xtension [21], using hybrid encryption with RSA, AES, and
HA-1 as vital algorithms. This has had no noticeable influ-
nce on the performance (message throughput) of the service.
KI used with mobile devices imposes some additional chal-
enges. If the private key is stored on the mobile device, it may
e revealed in case of loss of the device. An additional pro-
ection could be to encrypt the private key with a passphrase.
his implies that the passphrase has to be given whenever
message shall be signed or decrypted. This is probably too

roublesome. Another approach is to decrypt the private key
t log-in to the service, giving the passphrase only once. This
eans that the key is decrypted whenever the device is in use,

nd our service is foreseen to be in continuous use and mes-
ages can be communicated at any time. The most important
recaution will be to have good routines for quick reporting of

ost devices and the corresponding revocation of keys.
The use of PIN for authentication is often regarded a weak

oint, as was also seen in our risk analysis. There is an ongo-
ng development in replacing PIN-based authentication with
ifferent biometry methods (finger print, eye scan, etc.). It will
e natural to switch over to using these methods when they
ecome more common on mobile devices.

Some alternatives can be seen to the preliminary architec-
ure proposed by Fig. 1. If the IM system is made for one specific
ospital only, with the possibility for externals to commu-
icate with this hospital, the use of the national healthcare
etwork is not necessary. In this case the XMPP server can
e placed in the internal zone of the hospital’s network and
he XMPP proxy in the DMZ of the hospital’s network. In this
ase also a VPN solution (virtual private network) between the
xternal mobile client and the internal XMPP server would be
natural solution, thus avoiding the use of the XMPP proxy.
n the other hand, if we foresee an IM solution to be used

n general within the healthcare sector, the architecture pro-
osed in Fig. 1, with an XMPP server in the national healthcare
etwork, is the most obvious choice.
. Conclusion

he success of IM in other fields makes us believe that there
s a potential for use also in the healthcare sector. Since the
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security level supported by existing public instant messaging
services are insufficient, we have described a secure architec-
ture for use within healthcare, based on the XMPP protocol. For
our service we included the use of mobile devices, because
healthcare workers are operating in a mobile environment
with rapid changes in their availability status.

During the design phase we carried out a risk analysis of
the information security aspects of the proposed architecture
and the intended environment. Our goal was to identify secu-
rity threats to the use of our instant messaging service within
healthcare, and suggest acceptable solutions to the threats.

Many of the identified threats are general when dealing
with mobile devices and sensitive data; others are threats
which are more specific to our application and architecture.
We found the most serious threats to be related to the relo-
cation of the mobile device between the open Internet and
the secure internal network, and to the synchronisation of
the mobile unit with stationary equipment that is connected
to the secure network. In these cases there is a risk that the
mobile unit can act as a host for attacks against systems in the
secure network, and a risk for unintended revealing of confi-
dential information.

The risk analysis showed that to achieve the necessary
security level, most of the proposed treatment measures
should be put into function. This means that much of the
additional functionality of the smartphone needs to be
blocked, like e-mail and web access. In addition to ordi-
nary telephone conversation, our instant messaging service
should be the only accessible functionality. However, future
research should include an assessment of the importance of
IM services compared with functionality that may have to be
restricted.

A large number of threats to a system are related to the
persons’ use of the system, not to the technology itself. Tech-
nical solutions to security issues will have little effect without
the awareness among users [22]. It is therefore important to
also focus on non-technical measures for risk reduction. A pri-
mary measure is to educate the users, making them aware of
the risks and explain the reasons for restrictions imposed by
technical solutions and routines for use.

8. Future work

The use of instant messaging and presence services within
organisations has been the focus of several evaluation studies
[5–8]. To our knowledge, no similar evaluation studies have
been performed within healthcare settings with the purpose
to understand the usefulness and limitations of IM technology
in the healthcare domain.

To conclude on the usefulness of a service like this, a thor-
ough observation and evaluation of the use of a messaging
service will be conducted, focusing on computer-supported
cooperative work and the human–computer interaction. A
preliminary experiment will be performed by use of existing
technology: a two-way pager system with the possibility to

predefine standard messages. This is additional functional-
ity that can easily be included in the pager and alarm system
in use in the hospital department today. The purpose of this
observation and evaluation is to obtain an understanding of

n security in a mobile instant messaging and presence system for
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the communication pattern and identify adequate message
types and the need for presence information.

The results from this study would then be to incorporate
the findings into an improved design and development of our
MedIMob system. An improved design of the system should
also focus on offering a secure use of the built-in functionali-
ties of the smartphone (e.g. web access, Bluetooth, and MMS).
The possibility for automatically storing (parts of) the mes-
sages into the patient’s health record should also be investi-
gated.

Summary points

What was known before

• An increasing adoption of instant messaging (IM) as
media for personal communication, mainly in private
settings, but also in work environments.

• Healthcare has stronger security requirements than
many other work environments have.

• Public IM services are not secure enough for health-
care; many of them were never intended for secure
communication [2].

• Standards and several methods for risk analysis of
information security exist, although few studies report
on experience from use of risk analysis in healthcare
environment.

What our study added

• It is possible to obtain sufficient security for use of
instant messaging (IM) within healthcare.

• Our architecture proposal for an enterprise IM system
is an example of this. It is secure enough to be used in
healthcare environments, and it supports both mobile
and desktop IM clients.

• Risk analysis of our proposed architecture revealed a
number of general security threats for mobile solu-
tions, in addition to threats more specific to our archi-
tecture.

• Essential functionality of smartphones (e.g. web
access, e-mail) should be disabled to ensure sufficient
security when dealing with sensitive information on
the mobile device.
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