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| Global Business Services

Compliance challenges as well as supply chain challenges are affecting all
parties in the trade lane urging them to undertake aligned actions for an
efficient and secured end-to-end trade lane

Law/rule compliance challenges
(= Security)

| T | 1 1

Exporter LSP Terminal Terminal Customs Importer

Bunoljluoo sswnawos — Alejuswa|dwod sawnawos

1

1

1

1 1

Supply Chain Performance Challenges
(= Efficiency)
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To the public and private stakeholders these challenges will determine
implications which can be grouped around business, logical and physical

aspects
Challenges
Security H Efficiency
Implications to the stakeholders
Business Logical Physical
(mutual agreements) (interoperability) (enhanced visibility)
» Standards » Data Aggregation » Container Security
* Certificate Authority » Systems Communication » Container Identification
* Business Model » Data Management » Data Capture
* Business Case
 Aligned Processes

==& | Actual solutions on the market are addressing some
of these implications but none of them are covering

the entire supply chain
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The IBM Secure Trade Lane solution integrates state of the art technologies

In an end-to-end vision, implemented in a modular, open, non-proprietary
and pragmatic way

’ = accredited entity

[Clees| = various sensors

1ent Information Sharing Services (SISS)
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Exporter LSP Termjnal Terminal Customs Importer

(*) TREC= Tamper-Resistant Embedded Controller
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The highest possible visibility and interoperability
can only be achieved through an end-to-end
approach
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The TREC acts as a central point of control that can authenticate the
source of evidence and implement access control to the evidence
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Pictures of current device
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Geo-fencing is an additional positive aspect of intelligent data
monitoring

= Nominal container itinerary I
Computed from origin and destination
Location and time-window
Stored in TREC

0 Bottleneck
% Pirate activity

= Reliable GPS-based container track

Tamper-proof GPS receiver on vessel receives
GPS signals

Tamper-proof receiver transmits authenticated
GPS position fixes to TRECs

= Real-time monitoring of container track vis-
a-vis nominal itinerary
TREC continually compares track and itinerary

TREC records violations and/or sends out
notifications
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ZigBee is designed for low to very low duty cycles in static and
dynamic environments with many active nodes

= Flexible link-in of nearly any amount of sensors

Feature(s IEEE 802.11b Bluetooth | IEEE 802.15.4 '
Hours 1 Week -
o = _
Complex Very Complex
32 7 ~ e4000 !
Enumeration upto 3 Enumeration upto 10
seconds seconds
100 m 10m
Roaming possible No
11Mbps 1Mbps
Authentication Service Set . .
ID (SSID) 64 bit, 128 bit

= Adhoc Mesh network at any place (e.g. port or vessel)
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‘ ZigBee Coordinator (FFD)
‘ ZigBee Router (FFD)

O ZigBee End Device (RFD or FFD)

Mesh Link
< Star Link
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Overview and Comparison of passive RFID, active RFID, passive
TREC, and active TREC technologies
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( TREC system ) ——o

( TREC sensor Elatform ) ——o

( passive TREC ) operated in RFID mode) °

( active RFID ) —eo

( passive RFID ) °

* TREC sensor platform

« wireless TREC network

« authentic position/location information
« realtime data availability

* active TREC
* sensor bus
« authenticated sensors

*ID

» 32K-72K storage”
* strong crypto

« protected domains
« Java applets

*ID
« Limited storage
« Authenticated access (weak crypto)

« ID only

v

0.1m Im 10m 100m
communication range
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RFID and TREC (Secure Trade Lane) can complement each other by
connecting an RFID reader or a handheld to the TREC as a sensor

Case level

[] TREC

[] RFID Reader
1 RFID Tag

-~ RFID Connection

Pallet level .. ZigBee Connection

» Container level tracking can be expanded to pallet level, case level, and even item level tracking

= As aresult, the exact content of a container will be known
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A web portal, currently in La Gaude, is used for programming
(Business rules) and monitoring the TRECs and the shipments
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[ ] 1BM Business Transfo... m IBM Internal Help Ho... | | IBM Standard Softwa... | | Flash Gerdsen Supers... m BluePages | BluePage... || Search the Web with ...
| L] V58.9.9.03.pdf (application/pdf-Objekt) | L] 181 WebSphere Portal %
[— RS Rl ST 1y portal 7 St my profle ¥ Lofa)
New Psge Edit Pege Search: l:l @

Container Selection .. Last TREC Report .

Last Report on TREC

Select a2 container ID 4
Centainer ID 4
or Trec ID 4
Operator ID MAEL
Enter a container ID l:l Event DoorOpenalert
Date Mon Jan 16 02:29:25 CET 2006
Zone eulukienglandisuffolkfelixstows\port
Trec Alerts ... Channel sms
Longitude 1.2869525 ¢
Information on the selected alert Latitude 51.06485 ©
Container ID 4 Spead 0 mis
Trec ID a4 Heading 1.3625371 °
Operator 1D MAEL Status DOOR_OPEN | DEVICE_UNMOUNTED
Event DoorOpenalert
Date Sun Jan 15 21:38:45 CET 2006 s EneiiE ..
Zone eutukiengland\suffoll\felixstows\port Latest Events for container 4
Channel sms
Longitude 1.2869325 ¢ ZoneChangs Sun Jan 15 10:54:12 CET 2006
Latitude 51.96485 ¢© Zon=Change Sun Jan 13 10:54:12 CET 2006
Speed 0 mis ZoneChangs Sun Jan 15 10:54:12 CET 2006
Heading 1.3625371 ¢ ZoneChangs Sun Jan 15 10:54:12 CET 2006
Status DOOR_OPEN | DEVICE_UNMOUNTED ZoneChange Sun Jan 15 10:54:12 CET 2006
ZoneChangs Sun Jan 15 10:54:12 CET 2006
Back ZoneChange Sun Jan 15 10:54:00 CET 2006
ZoneChange Sun Jamn 15 10:54:00 CET 2006
All Alerts ... ZoneChanae Sun Jan 15 10:54:00 CET 2006
Il |
Fertiq |
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Integration across supply chain participants is performed through the
Shipment Information Sharing Service which facilitates information sharing

between authorized parties

>3

———— _7_ —— .>
=
Web Services
LR il gl
7

Web SeNices

Web Services

hipment Information Sharing Service

Products Containers Documents
SISS Governance Service
(Directory Service, Data Query, Process Choreography)

Exporter LSP Terminal Terminal Customs Importer

=% | The Shipment Information Sharing Service
supports those who use the Secure Trade Lane
Shipment Monitoring Service, as well as those who
do not, such as Customs and terminal operators

© Copyright IBM Corporation 2007

14



| Global Business Services

The EU ITAIDE wil
International servi

1)
ill
[}

|

[T
|
i

|, for the first time ever, test a cross-industry
ce oriented architecture
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The benefits of the integrated end-to-end IBM solution can be grouped
around strategic, operational and financial benefits

Solution Characteristics

The Secure Trade Lane Solution is a
package of services:
= Shipment Monitoring Services
= Shipment Information Sharing
Services
= Shipment Efficiency Services
= Shipment Security Services

= Improve risk mitigation and protect shareholder
value

= Enhance trade management through , Chain of
Trust® visibility

Strategic
Benefits

= Improve operations management and
performance

Implicit compliance checks through = Enhance trade and regulatory compliance

encryption, business rules and authentication

Benefits

= Improve utilization and asset management

Efficient data gathering and usage through one .
through equipment management

time verifiable electronic input

Operational

Integration of physical and logical flow of
shipment information (nearly real-time)

Gradually introducible solution, that can be .
enhanced as technology matures = Improve inventory management

= Reduce theft, damage and loss and therefore

Holistic end-to-end solution based on open )
reduce cost of transit

industry standards
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Commercially reasonable with compelling = Improve business process performance

business model for all supply chain parties
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IBM is already working with parties from industry and government on the
Shipment Monitoring Service and the Shipment Information Sharing Service

Ongoing Projects

e
Uy RERFOR
CHINA E-PORT

Shipment
Monitoring Service
_ A . @ Homeland
W Security

Sﬂg"\ml Dutch Customs

Shipment
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Is there any question, | can answer for you?
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