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Agreement on interconnection/delivery of e-commerce messages

between providers of e-commerce messaging services
Version 1.0
is entered into between the following parties:

The agreement comes into force on: (date) ___________
In Norstella’s Interconnection agreement version 1.0 the standard text applies in its entirety. Deviations are specified in appendices.

Authorised signatures

For Transporter X:

For Transporter Y:

Date: _________________________

Date: ________________________

Signature: _____________________

Signature: ____________________
The agreement is signed in _____ copies, of which both parties retain _____ copy/copies. 

Communication in writing

To Transporter X:

To Transporter Y:

Name: _________________________
Name: ________________________

Address: _______________________
Address: ______________________

Postal code/place: ________________ 
Postal code/place.: ______________

Jointly referred to as the Parties.
Date:
 





Date: 


Signature:





Signature:

Title:






Title: 


1.
INTRODUCTION
This agreement template is built on a similar agreement template for the interchange of EDI messages. This agreement is the result of collaboration from all the non-financial providers of such messaging services.
This interconnection agreement regulates the relationship between equal service providers who exchange all types of electronic trade documents. This does not affect the agreements entered into between the service providers and their customers.
By equal partners is meant service providers who provide an adequate service concept in the field of electronic messaging (receipt, conversion and distribution with associated services) of trade documents between customers linked to the individual service provider.
Currently, there is no international standard agreement regulating relations to third-party providers. Purchasers of e-commerce message transport must relate to the agreements the individual transporters have produced themselves. It is presupposed, therefore, that this agreement will form the basis for corresponding international agreements.
The parties to the agreement are part of a Forum, called b2bConnect, which administers this agreement and any further development and amendments to the agreement, in addition to registering who are parties to the agreement etc.
GENERAL
This agreement comprises the general agreement text and appendices. The table below gives information on the appendices that are part of the agreement.

In the table, the YES boxes are ticked off in those cases where the appendix in question forms part of the agreement. Similarly, the NO boxes are ticked off if the appendix is not included in the agreement, or is not explicitly specified. 

	All items must be crossed off 
	YES
	NO

	Appendix  1
	Contact people
	X
	

	Appendix 2
	Definitions
	X
	

	Appendix  3
	Communication methods
	X
	

	Appendix.  4 
	Message envelope
	X
	

	Appendix  5
	Service level agreement  (SLA)
	X
	

	Appendix  6
	Amendment specifications
	
	X


In the event of inconsistencies, the following priority applies:

1. Appendix 6



Amendment specifications
2. The general text to the agreement
This document
3. Appendix 3



Communication methods
4. Appendix 4



Message envelope
5. Appendix 5



Service level agreement (SLA)

6. Other appendices
2. OBJECT
The object of this agreement is to arrange guidelines for interconnection between providers of e-commerce messaging services of various formats that contribute to fast, effective and secure transmission of trade documents and other traffic that has been agreed upon, hereinafter referred to as e-commerce messages/e-commerce message traffic.
The Parties’ relationships with the senders and receivers of this traffic are regulated through separate agreements between them and are not affected by this agreement.

3. REMUNERATION
This agreement is based on the principle that the Parties’ traffic is equal, i.e.:

· traffic calculated in data volume or the number of transactions depending on what the Parties agree upon between themselves, will, on an annual basis, be fairly even in both directions. If, however, it is seen that traffic between the Parties is considerably greater in one direction than the other, and the one Party has disproportionately higher costs, or hardware/ personnel resources linked to this, the agreement can be renegotiated, or alternatively the Parties can agree on financial remuneration to the Party that claims to have the higher costs in connection with the collaboration..

4. TRANSIT
The agreement applies only to interconnection between the Parties and their respective customers and not to transit of messages via a third party.

5. SECURITY
Both of the Parties are responsible for messages, electronic mail with attachments, programs etc. that are sent to the other Party are free of data virus. 

Both Parties are responsible for establishing an adequate data virus defence in their own technical environment.
6. RESPONSIBLITY
Responsibility is transferred from the one Party to the other Party when the sending Party has delivered the message to the receiving Party’s system (as described in Appendix 3), and has received a positive receipt from the receiving Party (see section 9).

The Parties are responsible for making the e-commerce message available to their customers.

In the event that data should be lost or it is likely that data has been lost or damaged, the Parties are obliged to advise each other, and their respective customers, as soon as possible.

7. LOGGING

There must be an audit trail for all e-commerce messages between the Parties. This means that the Parties must make their exchange logs comparable. As a minimum a log must include: date/time, file size in kB, and if possible identification of sender (by e.g. file name) and the sender’s and recipient’s address. The log must be stored for at least one month. 
8. CONVERSIONS
When establishing new customers, the Parties shall use the message envelope and communication method that the Parties have agreed upon between themselves and that is described in Appendices 3 and 4. If any other communication method or message envelope is to be used, this must be specifically agreed upon. 

Possible amendments must be specifically agreed upon and for the most part the cost must be defrayed by the Party requesting the amendment.
9. RECEIPT MECHANISMS
Responsibility for the message is transferred from the sending Party to the receiving Party when the receiving Party has positively acknowledged receipt of the message from the sending Party. The sending Party is obliged to monitor that such a receipt is given, and cannot disclaim responsibility if such a positive receipt is not received within a “reasonable” period of time. The receipt shall be at file level.
Furthermore, the Parties are obliged to consider the introduction of receipt functionality for end-to-end receipts. Such receipt functionality shall also be at file level. Specifically, this results in the receiving service provider having to send a receipt of approved message handling to the sending service provider when the receiving service provider has dealt with the e-commerce message and forwarded this to the end-user. In case of any error in the receiving provider’s handling of the message a negative receipt shall be sent. Details regarding the content and routines for this must be agreed between the Parties.
10. FORCE MAJEURE

Should an extraordinary situation arise over which the Parties have no control and this makes it impossible to meet the obligations under this agreement, and the circumstances under Norwegian law can be termed force majeure, the other Party shall be advised of this in writing without undue delay. The affected Party’s obligations are suspended so long as the extraordinary situation exists. The other Party’s reciprocal services are suspended for the same period.

In a force majeure situation, the other Party can only terminate the agreement with the affected Party’s consent. Nevertheless, if the situation continues or is expected to continue for more than 30 calendar days, calculated from the time the situation arises, the agreement can be cancelled unilaterally with only 15 calendar days’ notice.

The Parties are mutually obliged to keep each other informed of circumstances which are assumed to be of importance to the other Party in connection with force majeure situations. Such information is to be provided as soon as possible.   
.

11. BREACH OF CONTRACT
In the event that one of the Parties to this agreement fails to perform his duties under this agreement and its appendices, and this is not due to circumstances described in section 10, this is a breach of contract. The breach can comprise inadequate and/or delayed compliance with that which is agreed upon.

The Parties have a mutual obligation to advise each other without undue delay if circumstances arise which indicate that inadequate or delayed performance under the agreement will arise, or has already arisen.
The Parties shall do everything within their power to avoid or assuage the negative impact of such a breach. Both of the Parties have a right and an obligation to remedy the breach as soon as possible.

The Party claiming that the other Party has breached the contract shall do so in writing as soon as possible after the default has been detected or should have been detected. 
12. COMPENSATORY DAMAGES
Either Party can claim that documented direct losses resulting from negligence by the other Party shall be compensated. This includes expenses and work related to error correction/repair and expenses related to extra work caused by the deficiency.

The Parties are under no circumstance liable for indirect losses, including financial consequential losses, lost earnings, losses of anticipated gains or savings, claims from the other Part’s third-party customers, even if he is advised of the possibility of such damage or claim or loss from a third party.
The Parties’ liability under this agreement is limited to an amount of NOK 50,000.00. However, this limit does not apply if the Party or someone for whom he is responsible has shown intent or gross negligence. 
13. TERMINATION


If one Party seriously defaults on his obligations under this agreement, the other Party is entitled to terminate the agreement with immediate effect.
14. CONFIDENTIALITY
The confidentiality obligations under this section apply also after the termination of the agreement, irrespective of the reasons for the termination.
The Parties and others for whom they have a responsibility are bound to maintain professional secrecy on matters relating to the other Party that they become privy to in connection with this agreement. The Parties also have a duty of confidentiality about their own circumstances if such information is liable to bring about financial loss for or create significant inconvenience to the other Party, suppliers or collaborators.

Both Parties, and others for whom they have a responsibility, are obliged to maintain secrecy on information subject to confidentiality, including:
· not reporting or otherwise divulging such information to third parties unless the other Party has consented to this in writing, or the information is provided pursuant to legislation or regulations,

· treating such information in a confidential manner and ensuring that all documents, storage media etc. that contains such information is clearly marked confidential and by otherwise preventing and avoiding unnecessary use or copying of these,

· protecting information on the contents of this agreement, and other information that is clearly of a confidential nature or information that can cause damage to or inconvenience for either of the Parties should this become known,

· ensuring that necessary rules of conduct exist in relation to employees and others, so that the confidential character of the information is not endangered,

· private and personal matters
Each of the Parties shall ensure that those who become privy to the content that are regulated by this agreement through their work or in some other way sign a declaration of confidentiality that obliges them to secrecy as set out in this section.
15. DURATION OF THE AGREEMENT AND TERMINATION
The duration of the agreement is at least 12 months from the date it is signed and it can thereafter be terminated with 3 months’ written notice.

16. TRANSFER
The Parties cannot transfer any rights or obligations under this agreement without the written approval of the other Party. Such approval cannot be refused without reasonable grounds.
17. CONFLICTS
Should a dispute arise between the Parties regarding the interpretation, legal effect or implementation of this agreement, the dispute shall be solved through negotiations. A request for negotiations must be presented in writing. In the event that no solution to the dispute is reached within 30 days, either Party can request that the dispute shall be decided by the ordinary courts of law, if the Parties do not agree on an alternative conflict-solving method. The Parties accept Oslo as the legal venue. The Parties’ rights and obligations under this agreement are regulated by Norwegian law. 

18. CONTINGENCY PLANS
The individual transporter of e-commerce messages is responsible for the establishment of a plan to deal with crises such as hardware failures and software errors etc.

19. CHANGES IN THE PARTIES’ CONTRIBUTIONS AND OBLIGATIONS
Any changes and/or supplements to the agreement call for concurrence between the Parties unless otherwise stated in the agreement, and shall be regulated through the use of Appendix 6.

The Parties are obliged to advise each other of organisational or resource-related changes that may have an impact on the implementation of this agreement.

APPENDIX 1 

Contact people
Each of the Parties shall indicate the following contacts:

Matters relating to the agreement
Name:







Telephone:








E-mail:






 
Technical establishment
Name:







Telephone:








E-mail:









User support
Unit:








Telephone:






 

E-mail:






 

 APPENDIX 2

DEFINITIONS
Sender 


means the business/enterprise that sends business documents to the recipient.

Sender’s Message service provider
means the message service provider that the sender as sender is linked to and who is responsible for transmitting the message to the recipient’s message provider.

Business document

means data in an electronic form and with standardised format.

Dispatch

means

- a structured data file that can contain one or more business documents and


- one or more related attachment files that are delivered together (e.g. a zip-archive file). 

Message provider
means a supplier of messaging services that is a Party to this agreement.

Recipient

means the business/enterprise that receives business documents from the sender.

Recipient’s message service provider

means the message service provider that the recipient is linked to and who is responsible for receipt of dispatches from the sender’s message service provider.

APPENDIX 3

Communication methods
The following methods of communication can be agreed on between the Parties for transmitting e-commerce messages:

· FTP over the Internet

· SFTP over the Internet

Both of the Parties are responsible for support of the FTP/SFTP protocols.
The communication method between the Parties is agreed to be as follows:
· The sending Party delivers e-commerce messages to the receiving Part’s FTP/SFTP server, in a predefined catalogue for incoming files

When an e-commerce message is delivered to the receiving Part’s FTP/SFTP server the receiving Part assumes responsibility for the further handling of the file.

· The receiving Party is responsible for making an FTP/SFTP server available to the sending Party for this purpose.

The use of the FTP/SFTP protocol makes certain that communication security is ensured over the internet.
Exchanges of messages between the Parties are sent in accordance with the envelope specified in Appendix 4. The receiver ID is given by the receiving Party.

APPENDIX 4

Message envelope
The sending Party is responsible for arranging the message in the format that the receiving Part can receive. Approval of documentation of the receiving Part’s format is to be agreed upon bilaterally by the two Parties.

The interconnection solution shall be independent of the message format. The agreement, therefore, covers all types of message format.

Receiver’s ID is given by the receiving Part.

APPENDIX 5

Service level (SLA)

TERMS
	Term
	Explanation

	Availability
	Availability is the availability one Party experiences for the actual delivery point i.e. the time one Party can use the service in question as assumed. If one Party experiences that the delivery point is unavailable and the reason for this lies with the Party himself or in components found between the Party and the agreed delivery point, this shall not be recorded as unavailable delivery point. When determining availability, the Party’s Service Window is not included.

	Guarantee window
	The agreed-upon period when the service shall comply with agreed availability. Different time periods can be defined with different refund rules linked to each individual period if agreed availability is not complied with.

	Service window
	Agreed time where the service is not available, used for maintenance, upgrading, service etc. The transporter of e-commerce messages can carry out maintenance and enhance systems that produce the delivery. Each Party shall advise of his regular periods for the service window. If there is a need for time outside of this, the Parties must be advised.

	Delivery point
	The point at which responsibility for delivery is transferred from one Party to the other Party.

	Quality control
	On request from one Party, the other Party will control the quality. The control takes place at the delivery points where the individual Parties have responsibility.

	Control period
	The time interval for surveillance of guaranteed quality. The control period in the agreement is one calendar month.

	Refund
	Repayment of part of the payment for a service where the quality delivered does not satisfy the agreed guarantee.

	Error categories
	Category 1: Critical errors: Errors which affect the entire service or a service element that is operationally critical and where the consequence is that the service is not available to the Party.
Category 2: Serious errors: Errors that can result in reduced availability due to diminished functionality, but which are not critical to the Party’s business process.
Category 3: Normal errors: Errors that do not result in reduced availability for the Party and/or EDI provider and that can be rectified within the agreed time frame.

	Information and notice
	The Parties are mutually obliged to notify each other of scheduled system maintenance or changes that call for the service not being available to the other Party. In the case of serious errors the Party shall inform about the type of error and estimate how long the situation will continue. In the case of major work on the Party’s equipment the Parties can agree in writing on the scheduled downtime during manned working hours. Such agreed downtime shall not be included in the calculation of availability as described above.  
Both Parties have a mutual duty to report on operating status in relation to the services provided under this agreement.

	Downtime
	The hours where the guaranteed quality has not been achieved and the cause lies outside of the one Party’s field of responsibility.

Downtime is not: The time in minutes/hours that are agreed as the service and maintenance window. The time in minutes/hours that the service is not available to the other Party and this is due to circumstances for which the other Party is responsible. The agreed maintenance time is not included in downtime.
.

	Manned working hours
	Clock hours in the course of the day when customer service is manned.




Both parties are responsible for SLA and associated services in relation to their network services to own end-users/customers.
The following applies to both Parties:

Opening hours
Opening hours for both Parties are 00.00 to 24.00 every day (24/7/365).

Delivery point

Delivery points are the interaction points where the Parties’ systems have interface with each other’s services. Delivery points are specified in Appendix 3. 

Service level
	Area
	Description

	Availability
	Availability with regard to the Parties’ ability to deliver and fetch data files to/from the other Party’s service. It is the responsibility of the Parties to transfer data files in accordance with what is agreed as regards message format and transaction content, so that errors that have an impact on production do not occur. 

The sending Party bears the risk of loss of data when transferring to the other Party and must therefore have a copy of the data until the other Party confirms receipt.


The following opening hours apply to all Parties’ support and helpdesk function
	Function
	Opening hours

	Support 
	08:00  –  15:30 (Monday-Friday)

	Helpdesk
	08:00  –  15:30 (Monday-Friday)


The following describes the demands on the Parties in connection with interconnection and are a precondition for the individual Party’s service guarantee:

	Area
	Description

	Data quality
	Both Parties are responsible for all delivered e-commerce messages containing the necessary data and that the data is in the correct format for that content and the data formats agreed upon.

	Production planning and handling modifications
	In the event that the one Party wishes to test modifications to his own system or wants to change formats or data content that will have an impact on the other Party’s production, this shall be agreed upon in good time and be subject to the agreed procedure for handling modifications.


APPENDIX 6

AMENDMENT SPECIFICATION
Amendments / additions to the agreement and/or appendices:

Agreement: ______  
 

Appendix no. ______

	NEW TEXT
	SECTIONS/TEXT THAT

IS DELETED/REPLACED



	SECTION 
	TEXT
	SECTION
	TEXT

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


To be signed in duplicate, one copy for each of the Parties.

	DECISION MAKER
	DATE
	SIGN.

	Party:
	
	

	Party:
	
	


Interconnection agreement between         
01.05.2007         
Page 6 of 17
the parties
                                   
Sign.: 


